
 

Virtual Meetings 
Tips on using online video conferencing platforms 

Introduction

Virtual meetings have become increasingly common in the voluntary sector. But sadly, not 
everyone has a good experience of such events. These tips are designed to help you plan 
and run your meetings to suit the online environment, and hopefully hold a more 
successful meeting.  
(Note. Although much of the following is written with the video conferencing platform Zoom 
in mind, the general context covers all platforms). 

The tech

Choose a video conferencing platform that meets your needs and budget. Zoom is 
perhaps the most well-known, but there are others such as Webex, Microsoft Teams, 
Go To Meeting, Skype, FaceTime etc. 

For better results, use a HD webcam, and good microphone/speakers or decent 
headset. 

Ask your participants to optimise their broadband connection where possible (their 
broadband provider or if applicable, your organisation’s IT support, hopefully can help). 

Consider and act on any IT or data security issues (see below). 

Planning

Make sure your meeting chair is familiar with the technology and the conferencing 
platform being used (e.g. features and keyboard short-cuts). 

Ask participants to consider their environment: Avoid back-lighting and clutter. Try to 
ensure the webcam is at eye level. Reduce or eliminate background noise. 
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Keep the meeting agenda short, well structured, and agree a finish time. Participants 
will easily be distracted if it’s a long and tedious meeting. 

Ensure the chair knows what is required on each agenda item, and who is expected 
to lead any discussion. 

Schedule in a comfort break. 

Decide if the meeting should be recorded (and tell participants if it will be) and who will 
have access to the recording. 

Consider what adjustments or resources are needed to ensure engagement from 
participants with sight, hearing or speech impairments. 

Send out meeting information/reminders in good time, but for security, consider 
sending out exact joining instructions nearer the start time. 

Encourage participants to join the meeting before the scheduled start time. 

Ensure everyone is made aware of any privacy issues (see below). 

As with all meetings, circulate any papers in advance. 

Security

Only download video conferencing and other applications from a trusted source. 

Get used to robust security measures for your home IT, whether using a work or 
personal computer (e.g. use strong passwords, the latest software updates, two-
factor authentication, secure WiFi and so on).  

Except for small personal meetings, generate a random meeting ID; and require a 
meeting password (so disable “embed password in meeting link…”). 

Control who joins. Enable the waiting room feature to ensure that participants can only 
enter the meeting on the say so of the administrator/organiser. 

Don’t share the meeting link or meeting password on social media or a website; invite 
participants via email or text. For public style meetings ask participants to register, 
before you provide any details.  

Once everyone has joined your meeting, consider locking it to allow no more 
participants to enter. 

Ensure your settings will not allow a participant to rejoin if you have removed them 
from the meeting. 
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Data Protection

To protect privacy, remember that with who, and what you intend to talk about, must 
be priority considerations. 

Ensure anyone registering for your meeting is made aware of your privacy policy. 

Ensure meetings cannot be interrupted by other family members, especially when 
dealing with personal data. 

When using the screen-sharing  feature, remember that all meeting participants will 
see your screen, so take care not to reveal any confidential data by closing apps you 
are not using. 

Advise participants to remove from view any personal data that is private (such as 
sticky notes on a board containing names and phone numbers). 

Ensure that if personal data is used in the meeting, that it is done so in accordance 
with your organisation’s privacy policy. 

If you deal with particularly sensitive data, consider using a video-conferencing 
platform that has end-to-end encryption (e.g. Apple’s FaceTime) 

Etiquette and procedure

Set some ground rules to be followed during the meeting: 

Mute your microphone when not speaking to reduce background noise (e.g 
household sounds, rustling papers, finger tapping  etc) 

Switch off mobile phones and close other open apps. 

Try to speak to the webcam, rather than the display screen, as it will look more natural 
to everyone else. 

Raise your arm if you wish to speak. 

Running the meeting

Stop people talking over each other; and encourage everyone to speak slowly and 
clearly. (Note: Some lag time between participants using different IT systems is to be 
expected). 
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If you are going to use screen sharing or other features, tell participants who can share 
and what to expect before you activate it.  

Ask allocated speakers or topic leaders to introduce papers, and/or seek views of 
those you know to have an interest or specialism in the topic. 

Depending upon the size of the meeting, invite those who have not spoken to have 
their say. 

Consider whether or not to allow private one-to-one messaging during the meeting. 

Be mindful of time limits if using a platform’s free plan. 

What to avoid

Muting or unmuting your microphone at the wrong time; or talking when you think 
your microphone is muted. 

Yawning, fidgeting or otherwise looking bored. 

Distracting or cluttered webcam backgrounds when you appear on screen.  

Using a busy room with background noise and activity. 

Running out of battery life on your laptop or tablet. 

Ending the meeting and follow up

Thank participants for their time; and advise whether a recording of the meeting will be 
available for viewing. 

Make sure any minutes, meeting reports or actions agreed are followed-up by those 
concerned. 
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